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AML/CFT update

Regulatory Update
25 August 2020

Dear Ladies and Gentlemen,

We are pleased to provide you with our Regulatory Update focusing on AML/CFT.

This Regulatory Update covers:
§ The implementation of the 5th AML/CFT Directive into the Luxembourg AML/CFT Law
§ Updates to the lists of high-risk jurisdictions in light of statements from the FATF and jurisdictions

subject to restrictive measures and non-cooperative jurisdictions for tax purposes
§ Warnings from authorities on COVID-19-related criminal activities
§ CSSF update to the lists of indicators of predicate tax offences
§ The Luxembourg National risk assessments and the CSSF’s collective investment sub-sector risk

assessments
§ The Law creating a register of fiduciary arrangements and trusts

On 20 August 2020, the CSSF Regulation No 20-05 of 14 August 2020 amending CSSF Regulation
No 12-02 of 14 December 2012 on the fight against money laundering and terrorist financing was
published in the Luxembourg official gazette. We will be issuing a separate Regulatory Update on this
new CSSF Regulation in due course.

Kind regards,

Carl Hasse
Compliance Officer

Yann Power
Regulatory Expert

This alert is intended to provide general information on recent legal developments. It does not cover every aspect of the
topics with which it deals.

This alert is not designed to provide legal or other advice and it is not a substitute for legal or any other type of advice.

ME Business Solutions (“mebs”) takes no responsibility for any person who acts or fails to act on the basis of the information
provided in this alert.
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1. Luxembourg implementation of the 5th AML/CFT Directive

Introduction

The Law of 25 March 2020 amending, inter alia, the Law of 12 November 2004 on the fight against
money laundering and terrorist financing, as amended (the Luxembourg AML/CFT Law) transposed key
provisions of the 5th AML/CFT Directive into Luxembourg Law.

The main updates to the Luxembourg AML/CFT Law relate to:
§ Definitions
§ AML/CFT Risk assessment to be performed
§ Customer due diligence and monitoring
§ Internal organisation, including the role of the Compliance and Internal Audit Functions and the

training
§ Group-wide policies and procedures
§ Cooperation with the authorities
§ Virtual currencies and other virtual assets
§ Additional entities in scope
§ Competent authorities and self-regulatory bodies

We remind you that the initial proposal in the 5th AML/CFT Directive regarding the modification of the
definition of beneficial owners to lower the threshold from 25% to 10% was not retained in the final
text of the Directive.

Investment funds and their managers may wish to consider:
§ Updating their AML/CFT policies and procedures to take into account the changes to the Law
§ Reviewing their AML/CFT Risk assessments to ensure that the requirements are met
§ Reviewing and, where relevant, updating their Customer due diligence and monitoring

procedures, including KYC checklists
§ Ensuring that the internal organisation meets the requirements including on AML/CFT

compliance, internal audit, recruitment and training
§ Ensuring that Group-wide policies and procedures cover the minimum requirements
§ Ensuring that the AML/CFT framework explicitly prohibits threats, retaliatory or hostile

actions, or adverse or discriminatory employment actions for reporting suspicions of money
laundering or terrorist financing to the FIU

§ Communicating internally and/or providing training, where appropriate

Definitions

The changes to definitions include:
§ Update to the definition of beneficial owners of corporate entities to clarify the meaning of “control

by other means”
§ Update to clarify that the definition of beneficial owners of fiducies and trusts means all of the

following persons:
§ The settlor(s)
§ The fiduciaire(s) or trustee(s)
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§ The protector(s), if any
§ The beneficiaries, or where the individuals benefiting from the legal arrangement or entity have

yet to be determined, the class of persons in whose main interest the legal arrangement or entity
is set up or operates

§ Any other natural person exercising ultimate control over the fiducie or trust by means of direct
or indirect ownership or by other means

§ Update to the definition of “Trust and company service providers”
§ Update to the definition of “Politically exposed persons” (PEPs) to cover natural persons exercising

the functions included in the consolidated list indicating the exact functions which, according to
Member State national laws, regulations and administrative provisions, qualify as prominent public
functions published by the European Commission

§ Update to the definition of Family members of PEPs to clarify that partners in scope are those
considered by national law as equivalent to a spouse

§ Update to the definition of “shell bank”
§ Update to the definition of “self-regulatory body”
§ Update to the definition of “correspondent relationship”
§ Addition of definitions relating to competent authorities
§ New definition of “high-risk country” means a country included in the list of high-risk third countries

published by the European Commission in accordance with the 4th AML/CFT Directive, as amended,
or designated by the Financial Action Task Force (FATF) as presenting a higher risk as well as any
other country that the supervisory authorities and the professionals consider, in the framework of
their money laundering and terrorist financing risk assessment, as a high-risk country based on
geographical factors listed in Annex to the AML/CFT Law (see also Section Updates to lists of high-
risk jurisdictions)

AML/CFT risk assessment

In the framework of their AML/CFT risk assessment, entities in scope are required to:
§ “Understand” the risks of money laundering and terrorist financing
§ Consider all relevant risk factors before determining the overall risk level, and the level and type of

appropriate measures to apply in order to manage and mitigate these risks
§ Ensure that the information on the risks included in the national and supranational risk assessment

or communicated by the supervisory authorities, self-regulatory bodies or the European
Supervisory Authorities is incorporated in their risk assessment

Customer due diligence and monitoring

In relation to customer due diligence (KYC) and monitoring, the following clarifications have been
introduced:
§ Identification and verification of identity may be performed using any secure, remote or electronic

identification process regulated, recognised, approved or accepted by the relevant national
authorities

§ Verification of identity must be performed using relevant information or data obtained from a
reliable and independent source

§ The steps in the process of identification of beneficial owners of:
§ Entities
§ Legal arrangements

§ The requirement to understand the purpose and intended nature of the business relationship
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§ The obligation to verify that any person purporting to act on behalf of or for the customer is so
authorised, and to identify and verify the identity of that person

§ For customers which are legal persons or legal arrangements:
§ The obligation to understand the nature of their business and their ownership and control

structure
§ The obligation to verify the name, legal form and actual existence of the legal person or legal

arrangement, notably by obtaining proof of incorporation or similar proof of establishment or
actual existence

§ The obligation to obtain information concerning the name of the customer, the names of the
administrators of fiducies, the legal form, the address of the head office and, if different, a
principal place of business, the names of the relevant persons having a senior management
position in the legal person or legal arrangement, as well as the provisions regulating the power
to bind the legal person or legal arrangement.

§ Introduction of the requirement to collect proof of registration or an excerpt of the register of
beneficial owners when entering into a new business relationship with legal entities and
arrangements which are subject to the registration of beneficial ownership information in a
register of beneficial owners (in accordance with the 4th AML/CFT Directive)

§ Prohibition from relying exclusively on a register of beneficial owners to fulfil customer due
diligence requirements

§ Where there is suspicion that a transaction relates to money laundering or terrorist financing and
where the obliged entity reasonably believes that performing their due diligence process will tip-
off the customer, it may choose not to pursue that process and to make a suspicious transaction
report to the FIU

§ In case of business relationships with high-risk countries:
§ The enhanced due diligence measures to be applied by obliged entities are specified:

o Obtaining additional information on the customer and on the beneficial owner(s) and
updating more regularly the identification data of the customer and beneficial owner

o Obtaining additional information on the intended nature of the business relationship
o Obtaining information on the source of funds and source of wealth of the customer and of

the beneficial owner(s)
o Obtaining information on the reasons for the intended or performed transactions
o Obtaining the approval of senior management for establishing or continuing the business

relationship
o Conducting enhanced monitoring of the business relationship by increasing the number and

timing of controls applied, and selecting patterns of transactions that need further
examination

§ The obliged entity must ensure, where applicable, that the first payment be carried out through
an account in the customer’s name with a credit institution subject to customer due diligence
standards that are not less robust than those laid down in the 4th AML/CFT Directive, as amended

§ The counter-measures to be applied by the supervisory authority or self-regulatory body are
specified

§ Adjustments to the wording regarding cross-border correspondent and other similar relationships
with respondent institutions in third countries

§ Performance of customer due diligence by third parties:
§ Amendment of the wording of the text regarding the performance of KYC by third parties
§ Where the obliged entity relies on Group-wide policies and procedures, a new requirement

clarifying that any risk relating to a high-risk country must be satisfactorily mitigated by the
Group-wide policies and procedures
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Internal organisation

In relation to the internal organisation of obliged entities, the following clarifications have been
introduced:
§ The internal control arrangements, including the internal audit function, must be adequately

resourced to test compliance, including sample testing, with the procedures, policies and controls
and to ensure the independence which is necessary to perform their tasks

§ The compliance officer and the other staff members concerned must have timely access to
customer identification data and other due diligence information, transaction records, and other
relevant information

§ The compliance officer must be able to act independently and to report directly to the
management, without having to report to the next reporting level, or to the board of directors

§ Appropriate procedures must be in place to ensure that the hiring is made according to applicable
professional standing and experience criteria

§ The ongoing AML/CFT training programmes must provide the employees with clear explanations
of all aspects of the laws and obligations as regards the fight against money laundering and terrorist
financing and, in particular obligations concerning customer due diligence and suspicious
transaction reporting

Group-wide policies and procedures

It is clarified that the group-wide policies and procedures must cover at least:
§ Adequate internal organisation
§ Change of customer, account and transaction information (data and analyses of transactions or

activities which appear unusual) with branches and subsidiaries, when necessary for anti-money
laundering and counter terrorist financing purposes, to the compliance, audit and anti-money
laundering and counter terrorist financing functions at Group level

§ Adequate safeguards on the confidentiality and use of information when exchanged, including
safeguards to prevent tipping-off

Cooperation with the authorities

The AML/CFT Law has been updated to clarify that individuals who are exposed to threats, retaliatory
or hostile actions, or adverse or discriminatory employment actions for reporting suspicions of money
laundering or terrorist financing to the FIU are entitled to present a complaint to the supervisory
authority. Any contractual clause or any act contrary and any termination of the employment contract
in breach of the provisions of the third subparagraph1 will be null and void. In case the employment
contract is terminated, the employee may seek the remedies under the Labour Code.

Virtual currencies and other virtual assets

According to the updated AML/CFT Law:
§ A “virtual currency” is a digital representation of value that is not issued or guaranteed by a central

bank or a public authority, is not necessarily attached to a legally established currency and does
not possess a legal status of currency or money, but is accepted by persons as a means of exchange
and which can be transferred, stored and traded digitally.

1 Article 5, paragraph 4, subparagraph 3.
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§ A “virtual asset” is a digital representation of value, including a virtual currency, that can be digitally
traded, or transferred, and can be used for payment or investment purposes, except for virtual
assets that fulfil the conditions of electronic money

The AML/CFT Law has been enhanced in relation to virtual currencies and virtual assets by:
§ New definitions related to “virtual currencies” and “virtual assets”, “virtual asset service providers”

and virtual asset “safekeeping or administration service provider”
§ A specific section on virtual asset service providers

Additional entities in scope

Real estate developers, persons providing assistance or advice on tax matters as principal business or
professional activity, and intermediaries in trade of works of art are brought into the scope of the
AML/CFT Law.

Competent authorities and self-regulatory bodies

A number of updates relate to the roles and powers of supervisory authorities (the CSSF and the
Insurance Supervisory Commission (CAA)) and self-regulatory bodies (such as the Institute of Auditors
– IRE).
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2. Updates to the lists of high-risk jurisdictions and non-
cooperative jurisdictions for tax purposes

Introduction

This section covers updates to the lists of high-risk jurisdictions including:
§ High-risk jurisdictions identified by the European Commission
§ The FATF identified jurisdictions
§ Jurisdictions for which prohibitions and restrictive financial measures have been implemented by

the Council of the European Union

Investment funds and their managers may wish to consider:
§ Taking the lists of high-risk and non-cooperative jurisdictions into account in their country

risk assessments
§ Ensuring that their delegates, including transfer agents and distributors, take the lists of

high-risk and non-cooperative jurisdictions into account in their country risk assessments
§ Communicating internally on the changes
§ Monitoring any subsequent updates to the official lists of identified and non-cooperative

jurisdictions

Update to European Commission List

On 7 May 2020, the European Commission updated its list of jurisdictions which it considers have
strategic deficiencies in their anti-money laundering and counter-terrorist financing frameworks (“high-
risk third jurisdictions”).

The Commission added the following jurisdictions to the list:
§ The Bahamas
§ Barbados
§ Botswana
§ Cambodia
§ Ghana
§ Jamaica

§ Mauritius
§ Mongolia
§ Myanmar/Burma
§ Nicaragua
§ Panama
§ Zimbabwe

These jurisdictions are added to the list of high-risk jurisdictions effective as of 1 October 2020.

The Commission removed the following jurisdictions from the list:
§ Bosnia-Herzegovina
§ Ethiopia
§ Guyana

§ Lao People’s Democratic Republic
§ Sri Lanka
§ Tunisia
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CSSF Circular on high risk jurisdictions in light of FATF list

On 9 July 2020, the CSSF issued Circular 20/746 in light of the list of High-Risk Jurisdictions subject to a
Call for Action and Jurisdictions under Increased Monitoring by FATF as of 30 June 2020. The list
removes Iceland and Mongolia from the list of jurisdictions under increased monitoring.

Following the FATF virtual plenary session in June 2020, the FATF maintained its April 2020 decision on
a general pause in response to COVID-19 in the review process of the list of jurisdictions under
increased monitoring.

The FATF granted jurisdictions an additional four-month extension for deadlines, with the exception
of Mongolia and Iceland who requested to continue on their original schedule. As a result, the FATF
reviewed and virtually met with only these two jurisdictions. Based on the conclusion that these two
jurisdictions have substantially completed their action plan, the FATF has removed them from the list
of jurisdictions under increased monitoring.

The following is the updated list of high-risk jurisdictions:
§ Jurisdictions subject to a call for action
§ Democratic People’s Republic of Korea
§ Iran

§ Jurisdictions under increased monitoring:
§ Albania
§ The Bahamas
§ Barbados
§ Botswana
§ Cambodia
§ Ghana
§ Jamaica
§ Mauritius

§ Myanmar
§ Nicaragua
§ Pakistan
§ Panama
§ Syria
§ Uganda
§ Yemen
§ Zimbabwe

Update to restrictive measures

On 11 November 2019, the Council adopted Regulation (EU) 2019/1890 concerning restrictive
measures in view of Turkey’s unauthorised drilling activities in the Eastern Mediterranean.

The prohibitions and restrictive financial measures previously implemented with respect to certain
jurisdictions by the Council of the European Union have been lifted.
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Summary table of high-risk jurisdictions

The following table compares the:
§ High-risk jurisdictions identified by the European Commission
§ The FATF identified jurisdictions
§ Jurisdictions for which prohibitions and restrictive financial measures have been implemented by

the Council of the European Union

Lists of high-risk jurisdictions

Jurisdiction High-risk jurisdictions
identified by the

European Commission2

FATF identified
jurisdiction3

Jurisdictions for which
prohibitions and

restrictive financial
measures have been
implemented by the

Council of the European
Union4

Afghanistan ✓
Albania ✓
Bahamas ✓ ✓
Barbados ✓ ✓
Belarus ✓
Botswana ✓ ✓
Burundi ✓
Cambodia ✓ ✓
Central African Republic ✓
Democratic Republic of
the Congo

✓
Egypt ✓
Ghana ✓ ✓
Guinea ✓
Guinea Bissau ✓
Guyana

Iran ✓ ✓ ✓
Iraq ✓ ✓
Jamaica ✓ ✓
Lebanon ✓
Liberia ✓

2 See section entitled Regulatory references
3 idem
4 idem
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Lists of high-risk jurisdictions

Jurisdiction High-risk jurisdictions
identified by the

European Commission2

FATF identified
jurisdiction3

Jurisdictions for which
prohibitions and

restrictive financial
measures have been
implemented by the

Council of the European
Union4

Libya ✓
Mali ✓
Mauritius ✓ ✓
Mongolia ✓
Myanmar ✓ ✓ ✓
Nicaragua ✓ ✓
North Korea ✓ ✓ ✓
Pakistan ✓ ✓
Panama ✓
Russia ✓
Somalia ✓
South Sudan ✓
Sri Lanka

Sudan ✓
Syria ✓ ✓ ✓
Trinidad and Tobago ✓
Tunisia ✓
Turkey ✓
Uganda ✓ ✓
U.S. Virgin Islands

Ukraine5 ✓
Vanuatu ✓
Venezuela ✓
Yemen ✓ ✓ ✓
Zimbabwe ✓ ✓ ✓

5 Restrictive measures apply in relation to Crimea and Sevastopol, as well as certain Ukrainian individuals.
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EU list of non-cooperative jurisdictions for tax purposes

On 27 February 2020, the Council of the European Union adopted a revised EU list of non-cooperative
jurisdictions for tax purposes.

The non-cooperative jurisdictions for tax purposes are:
§ American Samoa
§ Cayman Islands
§ Fiji
§ Guam
§ Oman
§ Palau

§ Panama
§ Samoa
§ Seychelles
§ Trinidad and Tobago
§ US Virgin Islands
§ Vanuatu
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3. Warnings from authorities on COVID-19-related criminal
activities

Introduction

This section covers warnings and recommendations from authorities on COVID-19-related criminal
activities including:
§ CSSF Circular 20/740 on financial crime and AML/CFT implications during the COVID-19
§ The Financial Intelligence Unit (FIU) note on COVID-19 typologies
§ FATF statement on emerging ML/TF risks, vulnerabilities and policy responses
§ Europol report on how criminals profit from the COVID-19 pandemic
§ Interpol report on the impact of COVID-19 on cybercrime

Investment funds and their managers may wish to consider:
§ Taking into account the typologies of COVID-19-related criminal activities in their due

diligence and monitoring of their business relationships
§ Whether measures should be taken to mitigate the risk of COVID-19-related criminal

activities
§ Communicating internally and/or providing training

CSSF Circular on financial crime and AML/CFT implications during the COVID-19

On 10 April 2020, the CSSF published Circular 20/740 entitled Financial crime and AML/CFT
implications during the COVID-19 pandemic.

The Circular covers:
§ New and emerging ML/TF threats resulting from COVID-19
§ Possible areas of particular vulnerability for the financial sector
§ Mitigating actions that require particular focus for supervised professionals

According to the CSSF, criminals around the world are taking advantage of the COVID-19 pandemic and
are finding new ways to generate illicit funds. New and emerging ML/TF threats concern the most
vulnerable in society as well as the general public at large. They include:
§ Those crimes that represent both a significant operational risk for financial institutions and a ML/TF

threat including:
§ Cybercrime
§ Fraud

§ Those crimes where the risk to financial institutions is primarily related to the laundering of illicit
proceeds:
§ Bribery and corruption related to government support schemes
§ Trafficking in counterfeit medicines and other goods
§ Robbery or theft
§ Insider trading and market manipulation
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The CSSF recognises that it is possible that specific areas in the Luxembourg financial sector could be
exploited by emerging ML/TF threats like those described above, and therefore encourages all
professionals to remain vigilant.

The CSSF identifies the following potential vulnerabilities that may be particularly relevant:
§ Online payment services
§ Clients in financial distress
§ Mortgages and other forms of collateralised lending
§ Credit backed by government guarantees
§ Distressed investment products
§ Delivery of aid through non-profit organisations

In response to new and emerging risks, CSSF expects supervised professionals to continue to
implement and maintain effective systems and controls to ensure that the financial system is not
abused or misused for ML/TF purposes. In order to adapt to the changing nature of the ML/TF risk
created by the COVID-19 pandemic, the CSSF stresses that the following areas require particular focus:
§ AML/CFT business continuity and governance
§ Transaction monitoring
§ Customer due diligence (CDD)
§ ML/TF risk assessment
§ Cooperation with authorities

FIU note on COVID-19 typologies

On 2 April 2020, the Luxembourg Financial Intelligence Unit (“FIU” or Cellule de renseignement
financier – CRF) published a note on COVID-19 typologies drawing the attention to the risks linked to
money laundering and terrorist financing during the period of the COVID-19 pandemic, in particular
linked to fraud.

The note includes an initial set of typologies fraud-related indicators related to COVID-19:
§ Social engineering:
§ Typologies:

o CEO fraud (impersonation in order to divert payments)
o Business email compromise fraud (impersonation in order to divert payments)
Two operating methods developed and tailored on the basis of social engineering can be
distinguished:
o The coronavirus crisis used as a pretext to divert payments
o Criminals posing as producers and distributors of COVID-19 materials

§ Indicators in relation to the victim:
o “New” beneficiary account
o Inconsistencies in relation to the “new” beneficiary account:

· The beneficiary is a front company
· The beneficiary is a new player in the market and has no documented experience in

trading COVID-19 materials
· The beneficiary is not the producer of the materials, but a third party who has no

documented relationship with the producer
· The beneficiary has no real economic activity
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· The beneficiary account is located in a jurisdiction that has no apparent connection
with the transaction to be carried out

o Urgency of the transaction
o Domain names (phishing/pharming)
o Inconsistencies in documentation

§ Indicators in relation to the perpetrator (beneficiary account):
o Inconsistency in the transaction amount
o Inconsistency with customer activity

§ Fraud aimed at a wider audience:
§ Typologies:

The case studies relate to fraud and intellectual property offences. The criminal patterns are
classic:
o COVID-19 materials offered for sale, but never delivered
o The sale of counterfeit COVID-19 materials
o The sale of medicines outside the authorised networks
Most of the above fraud types are committed online.

§ Indicators in relation to the products offered for sale:
o The purpose of the transaction
o The price of the items

§ Indicators in relation to the beneficiary of the transactions:
o The beneficiary is a front company
o The beneficiary is not active in the distribution of COVID-19 materials

§ Indicators in relation to the operation of the account: The sale of COVID-19 materials generates
cash inflows to the account, but no expenses related to this activity

§ Indicators in relation to the distribution channel:
o Sale of products outside the authorised networks
o Link with the dark web

The FIU note refers to the documentation published by FATF, Europol, and Interpol.

FATF statement on emerging ML/TF risks, vulnerabilities and policy responses

On 4 May 2020, the FATF President issued a statement entitled COVID-19-related Money Laundering
and Terrorist Financing Risks and Policy Responses.

According to the FATF, the focus on the COVID-19 pandemic could lead to emerging risks and
vulnerabilities that could result in criminals finding ways to:
§ Bypass customer due diligence measures
§ Increase misuse of online financial services and virtual assets to move and conceal illicit funds
§ Exploit economic stimulus measures and insolvency schemes as a means for natural and legal

persons to conceal and launder illicit proceeds
§ Increase use of the unregulated financial sector, creating additional opportunities for criminals to

launder illicit funds
§ Misuse and misappropriation of domestic and international financial aid and emergency funding
§ Exploit COVID-19 and the associated economic downturn to move into new cash-intensive and

high-liquidity lines of business in developing countries
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The FATF paper identifies challenges, good practices and policy responses to new money laundering
and terrorist financing threats and vulnerabilities arising from the COVID-19 crisis.

Europol report on how criminals profit from the COVID-19 pandemic

On 27 March 2020, Europol published a report entitled Pandemic profiteering: How Criminals Profit
from the COVID-19 Pandemic.

According to Europol, criminals have been quick to seize opportunities to exploit the crisis by adapting
their modi operandi or engaging in new criminal activities. Factors that prompt changes in crime and
terrorism include:
§ High demand for certain goods, protective gear and pharmaceutical products
§ Decreased mobility and flow of people across and into the EU
§ Citizens remain at home and are increasingly teleworking, relying on digital solutions
§ Limitations to public life will make some criminal activities less visible and displace them to home

or online settings
§ Increased anxiety and fear that may create vulnerability to exploitation
§ Decreased supply of certain illicit goods in the EU

Building upon information provided by EU Member States and in-house expertise, Europol has
published a situational report analysing the current developments which fall into four main crime
areas:
§ Cybercrime
§ Fraud
§ Counterfeit and substandard goods
§ Organised property crime

Interpol report on the impact of COVID-19 on cybercrime

On 4 August 2020, Interpol published a report entitled Cybercrime: COVID-19 Impact.

The key findings on the cybercrime landscape in relation to the COVID-19 pandemic are as follows:
§ Online scams and phishing:

Seizing the pandemic as an opportunity to give their attacks a better chance of success, threat
actors have revised their usual online scams and phishing schemes. By deploying COVID-19 themed
phishing emails, often impersonating government and health authorities, cybercriminals entice
victims into providing their personal data and downloading malicious content.

§ Disruptive MALWARE (Ransomware and DDoS6):
Cybercriminals are increasingly using disruptive malware against critical infrastructure and
healthcare institutions, due to the potential for high impact and financial benefit. Such ransomware
or DDoS attacks can result in regular disruptions or a total shutdown of business operations as well
as a temporary or permanent loss of critical information.

6 Distributed denial-of-service
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§ Data harvesting malware:
The deployment of data harvesting malware such as Remote Access Trojan, info stealers, spyware
and banking Trojans by cybercriminals is also on the rise. Using COVID-19 related information as a
lure, threat actors infiltrate systems to compromise networks, steal data, divert money and build
botnets.

§ Malicious domains:
Taking advantage of the increased demand for medical supplies and information on COVID-19,
there has been a significant increase of cybercriminals registering domain names that contain
related keywords, such as “coronavirus” or “COVID”. These fraudulent websites underpin a wide
variety of malicious activities including C2 servers, malware deployment and phishing.

§ Misinformation:
An increasing amount of misinformation and fake news is spreading rapidly among the public.
Fuelled by the uncertain social and economic situation in the world, unverified information,
inadequately understood threats, and conspiracy theories have contributed to anxiety in
communities and in some cases facilitated the execution of cyberattacks.
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4. CSSF updates indicators of predicate tax offences

On 3 July 2020, the CSSF issued Circular 20/744 entitled Complement to Circular CSSF 17/650
“Application of the Law of 12 November 2004 on the fight against money laundering and terrorist
financing, as amended (hereinafter “AML/CFT Law”) and Grand-ducal Regulation of 1 February 2010
providing details on certain provisions of the AML/CFT Law (“AML/CFT GDR”) to predicate tax
offences”.

The Circular provides an updated list of indicators likely to reveal a possible predicate offence
laundering of an aggravated tax fraud or tax evasion:
§ Common indicators (“List I.”)
§ Specific indicators concerning collective investment activities (“List II.”)

If an indicator or a combination of indicators raises doubts, the obliged entity is required to examine
the business relationship/transaction more thoroughly in order to verify if doubts are justified given
the context of the transactions and the professional’s knowledge of the customer’s situation (KYC and
KYT).

Where doubts remain, the professional shall report the suspicions to the FIU.

Investment funds and their managers may wish to consider:
§ Updating their AML/CFT procedures with the updated list of indicators of predicate tax

offences
§ Communicating internally and or providing training, where appropriate
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5. National and collective investment sub-sector risk assessments

Introduction

This section covers:
§ The Luxembourg National risk assessment
§ The CSSF’s collective investment sub-sector risk assessment

Investment funds and their managers may wish to consider:
§ Reviewing whether they need to make changes in light of the CSSF’s recommendations to

the collective investment sector
§ Reviewing their internal risk assessment methodologies and tools to take into account the

methodology, findings and recommendations of the national and collective investment sub-
sector risk assessments

§ Implementing the CSSF’s inherent risk assessment for investment fund managers and
internally managed funds in their internal risk assessments

§ Reviewing their internal risk assessments of specific industries and professions in light of the
national risk assessment

§ Updating their list of suspicious activity indicators in light of the list of suspicious activity
indicators in relation to securities

§ Updating their training materials accordingly

National risk assessment

The Luxembourg Ministry of Finance published its first National risk assessment of money laundering
and terrorist financing (“NRA”) on 20 December 2018.

The purpose of the NRA was to identify, assess and understand the money laundering and terrorist
financing (“ML/TF”) risks. It covers, inter alia:
§ Inherent threat of money laundering and terrorism financing
§ Inherent sectoral vulnerabilities to money laundering and terrorism financing
§ Mitigation regime in place

The NRA assessed the inherent ML/TF risk of the collective investment sector as high.

Collective investment sub-sector risk assessment

In January 2020, the CSSF published its ML/TF Sub-sector Risk assessment: Collective Investments.

The risk assessment highlights ML/TF threats and vulnerabilities that are particularly important for
collective investment sector in Luxembourg.

The CSSF recommends supervised entities, including investment funds and their managers, to use this
risk assessment to strengthen their understanding of ML/TF threats and vulnerabilities and to
contribute towards the development of proportionate and effective controls.
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The CSSF identified four predicate offences that could involve the abuse and misuse of collective
investments, and hence more significant threats to be considered within this sub-sector risk
assessment:
§ Fraud
§ Tax crimes
§ Corruption and bribery
§ Insider trading and market manipulation

The following table outlines the features increasing the risk of these offences:

Source: ML/TF Sub-sector Risk assessment: Collective Investments, CSSF, January 2020

The following table presents the CSSF’s overview of the inherent vulnerabilities by type of investment
fund manager or internally managed fund:

Source: ML/TF Sub-sector Risk assessment: Collective Investments, CSSF, January 2020



Page 21 of 36

The CSSF’s vulnerability assessment considers five main risk factors:
§ Intermediaries
§ Clients/Investors and geography
§ Market structure
§ Products, services and transactions
§ Channels of distribution

The CSSF’s assessment of mitigation is based on four mitigating factors:
§ Risk-based approach
§ AML/CFT supervision
§ Ongoing monitoring
§ Procedures & trainings

The following table presents the CSSF’s residual risk assessment by type of investment fund manager
or internally managed fund:

Source: ML/TF Sub-sector Risk assessment: Collective Investments, CSSF, January 2020

The following table provides CSSF’s recommendations which the private sector should adopt; the CSSF
will monitor the entities’ adherence to these recommendations as part of their supervisory activities:

CSSF recommendations to the private sector

Recommendations How IFMs may show compliance (examples)
1 Develop a clear AML/CFT risk appetite and

strategy
AML/CFT risk appetite discussed and approved by BoDs
in a written, detailed document, including the types of
investors, geographies, products and services

2  Engage the Board of Directors in the IFM’s
AML/CFT strategy, policies and processes

Board minutes demonstrating engagement with
AML/CFT issues

3  Integrate the information provided in this
Sub-Sector Risk Assessment in the internal
risk assessments

Internal risk assessments should make a clear reference
to this Sub-Sector Risk Assessment

4  Promote a strict compliance risk culture
throughout the whole organisation.

Appropriate training programs in place including
typologies relevant to the fund industry

5 Ensure robust processes are in place to
reliably know and assess the channels of
delivery risk of the funds

Develop a detailed matrix of distribution channels (i.e.
type of distributor, countries) used by each fund with a
corresponding risk scoring

6  When being part of a Luxembourg-based
group, ensure that foreign branches and
majority-owned subsidiaries apply AML/CFT

AML/CFT measures clearly documented at both Group
and branch/subsidiary level, with evidence that the
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CSSF recommendations to the private sector

Recommendations How IFMs may show compliance (examples)

measures consistent with Luxembourg and
the host country requirements

central AML/CFT functions effectively control the
implementation of group-wide policies and procedures

7  When being part of a foreign-based group,
ensure that the Luxembourg branch or
subsidiary implement the Luxembourg
requirements in addition to the policies and
procedures of the group

8  Collaborate closely with competent national
authorities and contribute to the
effectiveness of the national AML/CFT
framework

Provide prompt and accurate responses to requests by
CSSF, the FIU; share best practices or provide feedback
on publications (e.g. publications by industry
associations)

9  Report without delay suspicious activities
and transactions to the CRF and targeted
financial sanction breaches to the Ministry
of Finance

STR/SAR/TFAR/TFTR reporting in line with risk exposure

10 Formalize the Enhanced Due Diligence
performed on cross border intermediaries

Evidence the application of Enhanced Due Diligence
measures on cross border intermediaries at the level of
the IFM or of the delegate for instance through a
summary sheet detailing the documents collected and
the conclusion of the analysis

11 Ensure that name screening against
Targeted Financial Sanctions screening is
performed immediately as required notably
by EU regulations

Implement daily TFS screening or be in a position to
demonstrate that a mitigation measure has been put in
place to ensure TFS screening immediately after release
of a new TFS list

12 Ensure that the transaction monitoring
process is effective and adapted to the
number and type of investors in the funds.

Implemented automated transaction monitoring rules if
the number of investors prevent manual ongoing
monitoring

13 Ensure that the funds’ risk scoring take into
account the ML/TF risks presented by their
investments (assets).

Evidence the risk scoring of a fund with a matrix
detailing the computation of the risks with several
criteria including investments (assets).

Source: Source: ML/TF Sub-sector Risk assessment: Collective Investments, CSSF, January 2020

The CSSF includes the FATF’s list of suspicious activity indicators in relation to securities:

Product/Customer transactions suspicious activity indicators:
§ Transactions do not have apparent economic rationale
§ Transactions appear to be undertaken in a structured, sequential manner in order to avoid

transaction monitoring/reporting thresholds
§ A concentration ratio of transactions relating to a particular and/or higher risk jurisdiction that is

notably higher than what is to be expected considering its normal patterns of trading of a customer
§ Frequent trades resulting in losses for which the customer appears to have no concern
§ Sudden spike in transaction volumes, which deviates from previous transactional activity absent

any commercial rationale or related corporate action event
§ Mirror trades or transactions involving securities used for currency conversion for illegitimate or no

apparent business purposes
§ A pattern of securities transactions indicating the customer is using securities trades to engage in

currency conversion. Examples of securities that can be used in this manner include dual-currency
bonds, American Depositary Receipts (ADRs) and foreign ordinary shares traded in the Over-the-
Counter Market
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§ Securities transactions are unwound before maturity, absent volatile market conditions or other
logical or apparent reason

§ Trading or journaling in the same security or securities between numerous accounts controlled by
the same people (e.g. potential wash sales and/or directed trading)

§ Two or more unrelated accounts at the securities firm trade an illiquid or low-priced security
suddenly and simultaneously

§ Purchase of a security does not correspond to the customer’s investment profile or history of
transactions (e.g. the customer may never have invested in equity securities or may have never
invested in a given industry) and there is no reasonable business explanation for the change

§ Transactions that suggest the customer is acting on behalf of third parties with no apparent
business or lawful purpose

§ Funds deposited for purchase of a long-term investment followed shortly by a customer request to
liquidate the position and transfer the proceeds out of the account

Distribution channel suspicious activity indicators:
§ Intermediaries whose transaction volume is inconsistent with past transaction volume absent any

commercial rationale or related corporate action event
§ A transaction pattern indicating a value of transactions just beneath any applicable reporting

threshold
§ Unclear or complex distribution channels that might limit the ability of the investment fund or asset

management company to monitor the transactions (e.g. use of a large number of sub-distributors
for distributions in third countries)

Selected indicators of suspicious trading or market manipulation:
§ Making a large purchase or sale of a security, or option on a security, shortly before news or a

significant announcement is issued that affects the price of the security, which may be suggestive
of potential insider trading or market manipulation

§ A request is made to execute and/or clear a buy order and sell order for the same security or similar
or correlated securities (and/or on behalf of the same beneficial owner), in close chronology

§ Accumulation of stock in small increments throughout the trading day to increase price
§ Engaging in prearranged or other non-competitive securities trading, including wash or cross trades

of illiquid or low-priced securities
§ Marking the closing price of a security
§ Front-running suspected with regard to other pending customer orders

Suspicious indicators associated with CDD and interactions with customers:
§ Customer has no discernible reason for using the securities provider’s services or the firm’s location

(e.g. customer lacks ties to the local community or has gone out of the way to use the firm)
§ Customer’s legal or mailing address is associated with other, apparently unrelated, accounts
§ Locations of address of the customer, bank or financial institution seem unconnected to the

customer and little or no explanation can be given by the customer for the disparate addresses
§ Customer is a trust, shell company, or private investment company that is reluctant to provide

information on controlling parties and underlying beneficiaries
§ Customer is a legal person having issued bearer securities for a large part of its capital
§ Customer is publicly known to have criminal, civil or regulatory proceedings against it for

corruption, misuse of public funds, other financial crimes or regulatory non-compliance, or is known
to associate with such persons. Sources for this information include news items or Internet searches

§ Customer’s background is questionable or differs from expectations based on business activities
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§ Customer has been rejected or has had its relationship terminated as a customer by other financial
services firms

§ Customer’s account information reflects liquid and total net worth that does not support
substantial account activity

§ Customer maintains multiple accounts, or maintains accounts in the names of family members or
corporate entities with no apparent business or other purpose

§ Non-profit or charitable organizations engage in financial transactions for which there appears to
be no logical economic purpose or in which there appears to be no link between the stated activity
of the organization and the other parties in the transaction

§ Customer is reluctant to provide information in relation to its identity and/or transactions
§ Customer is reluctant to provide information needed to file reports to proceed with the transaction

or requests an inordinate amount of secrecy around a transaction
§ Customer exhibits unusual concern with the firm’s compliance with government reporting

requirements, the firm’s systems or the firm’s AML/CFT policies and controls
§ Customer tries to persuade an employee not to file required reports or not to maintain the firm’s

required records
§ Law enforcement or regulators have issued subpoenas and/or freeze letters regarding a customer

and/or account at the securities firm
§ Customer wishes to engage in transactions that lack business sense or apparent investment

strategy, or are inconsistent with the customer’s stated business strategy
§ Customer does not exhibit a concern with the cost of transactions or fees (e.g. surrender fees,

higher than necessary commissions) or of investment losses

Suspicious indicators in deposits of securities, particularly low priced securities; these can often be
indicators of low-priced securities fraud, distribution of an unregistered offering, or market
manipulation schemes:
§ Customer opens a new account and deposits physical certificates or delivers in shares electronically

representing a large block of thinly traded or low priced securities
§ Customer has a pattern of depositing physical shares certificates or a pattern of delivering in shares

electronically, immediately selling the shares and then wiring or otherwise transferring out the
proceeds of the resale(s)

§ A sudden spike in investor demand for, coupled with a rising price in, a thinly traded or low-priced
security

§ The lack of a restrictive legend on shares physically or electronically deposited seems inconsistent
with the date the customer acquired the securities, the nature of the transaction in which the
securities were acquired, the history of the stock, and/or the volume of shares trading

§ Customer with limited or no other assets at the firm receives an electronic transfer or journal
transfer of large amounts of low-priced, non-exchange listed securities

§ Customer’s explanation of how the customer acquired the securities does not make sense or
changes

§ Customer deposits physical securities or delivers in shares electronically and requests to journal the
shares into multiple accounts that do not appear to be related, or to sell or otherwise transfer
ownership of the shares
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Movement of funds or securities:
§ The securities account is used for payments or outgoing wire transfers with little or no securities

activities (i.e. account appears to be used as a depository account or a conduit for transfers with no
reasonable business explanation for such)

§ Funds are transferred to financial or depository institutions other than those from where the funds
were initially received, specifically when different countries are involved

§ Customer “structures” deposits, withdrawals or purchase of monetary instruments below a certain
amount to avoid reporting or recordkeeping requirements

§ Customer engages in excessive journal entries of funds or securities between related or unrelated
accounts without any apparent business purpose

§ Payment by third party check or money transfer from a source that has no apparent connection to
the customer

§ Customer uses a personal/individual account for business purposes
§ Frequent transactions involving round or whole dollar amounts
§ Payment to a third party to which the customer has no apparent connection 8. Frequent

transactions involving round or whole dollar amounts
§ The customer requests that certain payments be routed through nostro or correspondent accounts

held by the financial intermediary instead of its own accounts
§ Funds transferred into an account that are subsequently transferred out of the account in the same

or nearly the same amounts, especially when origin and destination locations are high risk
jurisdictions

§ A dormant account suddenly becomes active without a plausible explanation (e.g. large amounts
are suddenly wired out)

§ Frequent domestic and international automated teller or cash machine activity out of character
with the customer’s expected activity

§ Many small, incoming wire transfers or deposits made using checks and money orders that are
almost immediately withdrawn or wired out in a manner inconsistent with the customer’s business
or history. This may be an indicator of, for example, a Ponzi scheme

§ Wire transfer activity, when viewed over a period of time, reveal suspicious or unusual patterns
§ Transfers of funds or securities are made to the same person from different individuals or to

different persons from the same individual with no reasonable explanation
§ Unusually large aggregate wire transfers or high volume or frequency of transactions are made with

no logical or apparent reason
§ Customer transfers/receives funds to/from persons involved in criminal or suspicious activities (as

per the information available)
§ In/out transactions for substantial amounts on a short-term basis
§ Receipt of unexplained amounts, followed, shortly thereafter, by a request to return amounts
§ Frequent transfers of securities’ ownership
§ Use of bearer securities with physical delivery
§ Frequent change of bank account details or information for redemption proceeds, in particular

when followed by redemption requests
§ The usage of brokerage accounts as long term depository accounts for funds
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6. CSSF Circular on identification and verification of identity of
beneficial owners

Introduction

On 20 December 2019, the CSSF published Circular 19/732 (“the Circular”) providing Clarifications on
the Identification and Verification of the Identity of the Ultimate Beneficial Owner(s).

The Circular provides guidance to obliged entities on:
§ The legal requirements applicable to the identification and verification of the identity of the

ultimate beneficial owner
§ Practical implementation of the identification requirements of the ultimate beneficial owner
§ Reasonable measures that should be taken to verify the identity requirements, so that they are

satisfied that they know who the ultimate beneficial owner(s) is (are)
§ Indicators of concealed beneficial ownership

Investment funds and their managers may wish to consider:
§ Whether any updates to their AML/CFT procedures and checklists are required
§ Whether specific training is required

Identification of the ultimate beneficial owner

An ultimate beneficial owner (“UBO”) is a natural person who ultimately owns or controls the customer
or on whose behalf a transaction or activity is being conducted.

In case of a legal entity, a clear distinction should be made between basic ownership information,
concerning the immediate legal owner of the customer, and beneficial ownership information
concerning the person(s) who ultimately own(s) or control(s) the customer.

Generally, when implementing customer due diligence requirements, a holistic and risk-based
approach must be adopted.

Nonetheless professionals have to ascertain that they will effectively look for the natural person(s)
who is/are to be considered as the ultimate beneficial owner(s).

The extent and depth of the measures needed to establish beneficial ownership have thus to be
commensurate, inter alia, with the complexity and the location of the customer.

The ultimate beneficial owner is by definition a natural person. Therefore, the ultimate beneficial
owner can only be an individual, and neither another legal person nor a legal arrangement.

A business relationship or transaction can also involve several ultimate beneficial owners.
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Furthermore, ultimate beneficial ownership is by definition not static and can change over time. For
example: shared ownership can change as the business grows. To identify the UBOs, professionals
can:

§ Make use of the publicly available records with information on ultimate beneficial owners (e.g. the
information contained in the national register on beneficial ownership)

§ Request the relevant data from the customer
§ Require evidence of the beneficial owner’s identity on the basis of documents or information from

a reliable source from the customer
§ Obtain the necessary information by other means

In case no ultimate beneficial owner is identified as required by the laws and regulations, the business
relationship cannot be established. In case of an existing business relationship, where it is not possible
to identify the UBO, the transaction(s) should not be carried out or the business relationship should be
terminated.

Legal Persons or Legal Arrangements
The Circular clarifies the identification of:
§ Legal persons
§ Legal arrangements including fiducies and trusts

The Circular provides illustration of identification of beneficial owners of directly owned and indirectly
owned trusts.

In relation to listed companies, the Circular clarifies that there is no obligation to identify and verify
the identity(ies) of the UBO of the customer whose:
§ Shares (or depositary receipts representing shares) are admitted to trading on a regulated market

in the EEA
§ Shares are admitted to trading on a non-EEA market, but that it is subject to equivalent obligations

which ensure adequate transparency of ownership information

An entity which makes use of the exemption is required to record:
§ The evidence of the admission to the regulated market or equivalent non-EEA market
§ The measures taken to ascertain the equivalence status of a non-EEA market, where relevant

Issuers of securities other than shares (such as debt instruments), and issuers whose shares (or
depositary receipts presenting shares) are admitted to trading on a market other than a regulated
market (such as an MTF), are not subject to the necessary transparency obligations and do not qualify
for the exemption.

Where requirements of the exemption are not met, the UBO should always be identified and verified
in the same manner as for unlisted companies.

Procedure to determine ultimate beneficial ownership
The Circular outlines and clarifies the three stage procedure to be followed to determine ultimate
beneficial ownership:
i) Direct or indirect ownership: The threshold approach: Identify the natural person(s) who directly

or indirectly holds or controls a sufficient percentage, namely 25% plus one, of the shares, voting
rights or ownership in an entity
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ii) Control through any other means: Effective control: Where no natural person can be identified
under any of the scenarios under (i), identify any person who controls the legal entity via other
means.

iii) Natural person holding the position of senior managing official: After having exhausted all possible
means and provided that there are no grounds for suspicion, where no person under point i) and
ii) is identified, or if there is any doubt that the person(s) identified is/are the beneficial owner(s),
identify any person who holds the position of senior managing official (dirigeant principal)

Measures (i) and (ii) are cascading measures. Assessments under (i) and (ii) have thus each to be fully
completed and formalised before resorting to measure (iii) which constitutes an express fallback
option only applicable when all possible measures to identify the ultimate beneficial owner under (i)
and (ii) have been exhausted and came to no result.

Direct or indirect ownership: The threshold approach

The Circular illustrates the threshold approach with:
§ A simple one layer ownership structure
§ A multiple layer ownership structure
§ A cumulative ownership structure
§ An in concert ownership structure

Control through any other means: Effective control

Control by “any other means” should be interpreted broadly, namely having the power to exercise or
actually exercise dominant influence or control by any means to over the customer.

For a legal entity or legal arrangement, the following non-exhaustive factors may be useful to consider,
always on a case by case basis:
§ Individuals granted control through shareholders agreements
§ Individuals with the ability to de facto control the customer
§ Individuals that sign orders or initiate transactions, or regularly intervene otherwise in the

relationship without the need to exercise for example official/formal representative functions of
the company

§ Individuals having the exclusive right to exercise the power to appoint or dismiss a majority of the
members of the administrative, management or supervisory body of the legal person which
determines the financial and business policy

§ Individuals responsible for essential managerial decisions
§ Individuals having the right to use all or part of the assets of a legal person
§ Former shareholder or management member exercising a significant influence on the legal entity
§ Personal relationships with the customer, for example family members
§ Individuals possessing a significant minority interest whereas the other shareholders have

significantly lower participations
§ Individuals having the right to determine the financial and business policy of the customer on the

basis of a domination agreement with the party directly involved or on the basis of a provision in
the statutes of the party directly involved

§ With regards to special purpose vehicles, the indirect party bearing the majority of risks and
opportunities of the party directly involved to achieve a narrowly and precisely defined objective
of the parent company; etc.
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The Circular illustrates control by “any other means” with:
§ Decision control over the customer
§ Majority control
§ Decision rights

Natural person holding the position of senior managing official

Where it is impossible to identify the ultimate beneficial owner applying the threshold approach and
to determine who is effectively in control of the customer by other means, and provided that there
are no grounds for suspicion or any doubts in relation to the identity of the UBO, the relevant natural
person(s) who holds the position of senior managing official should be identified.

The senior managing official must be an individual who has knowledge of and sufficient connection to
the legal person. In principle, the management as such does not exercise effective control because it
acts in the interest of and represents the owners or persons controlling the company.

The senior managing official can be understood as either the executive official or the member of the
board of directors to whom the daily management has been delegated, and if no such delegation has
taken place, the members of the board of directors. This will need to be considered on a case-by-case
basis.

The emphasis for determining the senior managing official should be on the actual senior managing
responsibilities attributed and tasks performed rather than on the official title.

The Circular illustrates identification of a senior managing official.

Specific relationships
The Circular covers the identification of beneficial owners of the following types of entities:
§ Non-profit organisations, charities or similar entities
§ Public administration or public establishments
§ Bearer shares
§ Pension funds/Superannuation funds or similar relationships

Documentation and verification of the beneficial ownership

Once the UBO has been identified, the obliged entity should take reasonable measures to verify the
identity of the UBO(s).

Consideration should also be given as to whether the documents relied upon could be falsified.

Appropriate steps should be taken to be reasonably satisfied that the documents provide in fact
evidence of the ultimate beneficial owner’s identity, particularly when the documents are provided in
a foreign language.

The following information on the ultimate beneficial owner should thus be collected:
§ Physical persons:
§ Surname and first name
§ Place and date of birth
§ Nationality
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§ Address
§ Where appropriate, official national identification number

§ Legal persons:
§ Denomination
§ Legal form
§ Address of the registered office and, if different, a principal place of business
§ Where appropriate, official national identification number
§ Directors (dirigeants) (for the legal persons) and directors (administrateurs) or persons

exercising similar positions (for the legal arrangements)

The verification of the identity of a customer or a UBO must occur on the basis of documents or
information obtained from a reliable source which is independent from the customer.

For these purposes, documents issued or made available by an official (public) authority are to be
regarded as being independent of the customer even if they are provided or made available by the
customer. The obligation to verify the identity of the UBO is to take reasonable measures as to be
satisfied that the professional knows who the UBO is and that it understands the structure and
ownership of the customer.

In situations representing a low risk, it may thus be reasonable for the professional to verify the
ultimate beneficial owner’s identity based on information provided by the customer. This could
comprise information provided by the customer as to the UBO’s identity, as to the structure chart and
confirming that they are known to the customer.

The customers must in any case sign an explicit declaration in that respect and commit to communicate
any subsequent changes without delay to the obliged entity.

Self-declarations provided by the beneficial owner(s) and reliance on internet data can in certain cases
be useful, yet and in line with a risk-based approach, in situations not representing a low risk, further
evidence should be collected, such as certified copies of share registers, share transfer agreements,
etc.

Obliged entities need to regularly review beneficial ownership information and update where
appropriate.

Beneficial ownership identification and verification of existing customers must not always be re-
performed. Obliged entities may rely upon existing information previously collected to comply with
ultimate beneficial ownership requirements, provided that the information is up to date and accurate,
and there is no reason to question its reliability. In the same context, it is not always necessary to
repeat ultimate beneficial ownership identification and verification when a customer opens multiple
accounts. Customers should, however, confirm the accuracy of the existing ultimate beneficial
ownership information.

Indicators of concealed beneficial ownership

The Circular provides FATF Indicators of concealed beneficial ownership:
§ Indicators concerning the customer:
§ The customer is reluctant to provide personal information or unable to explain:

o Its business activities and corporate history
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o The identity of the ultimate beneficial owner(s)
o Its source of wealth/funds
o Why it is conducting its activities in a certain way
o Who it is doing transactions with
o The nature of its business dealings with third parties, particularly when the latter ones are

located in foreign jurisdictions
§ Customers or related customers that:

o Insist on the use of an intermediary (either professional or informal) in all interactions
without sufficient justification

o Are actively avoiding personal contacts without sufficient justification
o Are foreign nationals with no significant dealings in the country in which they are procuring

professional or financial services
o Refuse to co-operate or provide information, data, and documents usually required to

facilitate a transaction
o Are politically exposed persons, or have familial or professional associations with a person

who is politically exposed
o Have previously been convicted for fraud, tax evasion, or serious crimes
o Are under investigation or have known connections with criminals
o have previously been prohibited from holding a directorship role in a company or operating

a Trust and Company Service Provider (TCSP)
o Conduct financial activities and transactions inconsistent with their customer profile
o Are the signatories to customer accounts without sufficient explanation
o Have declared income which is inconsistent with their assets, transactions, or lifestyle

§ Legal persons or legal arrangements that:
o Have demonstrated a long period of inactivity following incorporation, followed by a

sudden and unexplained increase in financial activities
o Have complex corporate structures that do not appear to legitimately require that level of

complexity or which do not make commercial sense
o Describe themselves as a commercial business but cannot be found on the internet or social

business network platforms
o Are registered under a name that appears to mimic the name of other companies,

particularly high-profile multinational corporations
o Use an email address with an unusual domain name or a non-professional email address

for professional purposes
o Are registered at an address that does not match the profile of the company
o Are registered at an address that cannot be located on internet mapping services
o Are registered at an address that is also listed for numerous other companies or legal

arrangements, indicating the use of a mailbox service
o Where the director(s) or controlling shareholder(s) cannot be located or contacted
o Where the director(s) or controlling shareholder(s) do not appear to have an active role in

the customer company
o Where the director(s), controlling shareholder(s) and/or ultimate beneficial owner(s) are

listed against the accounts of other legal persons or arrangements, indicating the use of
professional nominee shareholders

o Have declared an unusually large number of beneficiaries and other controlling interests
o Have representatives or board members that change frequently without an appropriate

rationale
§ The examination of business records indicates:

o Discrepancies between purchase and sales invoices
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o Double invoicing between jurisdictions
o Fabricated corporate ownership records
o False invoices created for services not carried out
o Falsified paper trails
o Inflated asset sales between entities controlled by the same ultimate beneficial owner
o Agreements for nominee directors and nominee shareholders
o Family members with no role or involvement in the running of the business and which are

listed as ultimate beneficial owners of legal persons or legal arrangements
§ Indicators about the transaction:
§ The customer is both the ordering and beneficiary customer for multiple outgoing international

funds transfers
§ The connections between the parties are questionable, or generate doubts that cannot be

sufficiently explained by the customer
§ Finance is provided by a lender, whether a natural or a legal person, other than a known credit

institution, with no logical explanation or commercial justification
§ Loans are received from private third parties without any supporting loan agreements,

collateral, or regular interest repayments
§ The transaction:

o Is occurring between two or more parties that are connected without an apparent business
or trade rationale

o Is a business transaction that involves family members of one or more of the parties without
a legitimate business rationale

o Is a repeat transaction between parties over a contracted period of time
o Is a large or repeat transaction, and the executing customer is a signatory to the account,

but is not listed as having a controlling interest in the company or assets
o Is executed from a business account but appears to fund personal purchases, including the

purchase of assets or recreational activities that are inconsistent with the company’s profile
o Is executed from a business account and involves a large sum of cash, either as a deposit or

withdrawal, which is anomalous, or inconsistent with the company’s profile
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7. Law creating a register of fiduciary arrangements and trusts

The Law of 10 July 2020 implements a register for fiduciary arrangements (fiducies) and trusts.

Under the Law, trustees and fiduciaries must file information on fiduciary contracts and trusts,
including certain details on the beneficial owners of any fiduciary contracts and trusts.

Filing with the register is required in the following situations:

Where filing with the register of fiduciary arrangements and trusts

Case Filing required

Any express trust in which one fiduciary or
trustee is established or resides in Luxembourg

Register with the Register of Fiduciary Contracts
and Trusts
However, where other fiduciaries or trustees
named in a fiduciary contract or trust are
established or reside in different Member States,
the fiduciary or trustee established or residing in
Luxembourg may submit a registration
certificate or an extract of the details of the
beneficial owners as recorded in a register of a
Member State to the AED

A fiduciary or trustee, on behalf of an express
trusts whose fiduciaries or trustees are
established neither in Luxembourg nor in
another Member State, forms a business
relationship in Luxembourg with a obliged
entity (“Professional” under the Luxembourg
AML/CFT Law) or acquires real estate in
Luxembourg

Filing with the Register of Fiduciary Contracts
and Trusts
However, where the fiduciary or trustee forms
multiple business relationships on behalf of the
trust in different Member States, the fiduciary
or trustee may submit a registration certificate
or an extract of the details of the beneficial
owners as recorded in a register of a Member
State to the AED

A Register of Trusts and Fiduciary Contracts (Registre des trust et fiducies) has been created for the
purpose of making available the information filed by trustees and fiduciaries.

The register is maintained by the Registration Duties, Estates and VAT Authority (Administration de
l’Enregistrement, des Domaines et de la TVA – AED).

The information filed with the register must be accurate and up-to-date. Details and changes must be
filed within one month of:
§ The establishment of the trust deed; or
§ The amendment of the trust deed
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8. Regulatory references

Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the prevention of the
use of the financial system for the purposes of money laundering or terrorist financing, amending Regulation (EU)
No 648/2012 of the European Parliament and of the Council, and repealing Directive 2005/60/EC of the European
Parliament and of the Council and Commission Directive 2006/70/EC
20 May 2015
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02015L0849-20180709
This is the 4th AML/CFT Directive, as amended (inter alia by the 5th AML/CFT Directive)

Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive (EU)
2015/849 on the prevention of the use of the financial system for the purposes of money laundering or terrorist
financing
30 May 2018
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018L0843
This is the 5th AML/CFT Directive

Law of 12 November 2004 on the fight against money laundering and terrorist financing, as amended
https://www.cssf.lu/en/anti-money-laundering-and-countering-the-financing-of-terrorism/
The coordinated version as at 25 March 2020 relates to the transposition of the 5th AML/CFT Directive

Commission Delegated Regulation (EU) 2020/855 of 7 May 2020 amending Delegated Regulation (EU) 2016/1675
supplementing Directive (EU) 2015/849 of the European Parliament and of the Council, as regards adding the
Bahamas, Barbados, Botswana, Cambodia, Ghana, Jamaica, Mauritius, Mongolia, Myanmar/Burma, Nicaragua,
Panama and Zimbabwe to the table in point I of the Annex and deleting Bosnia-Herzegovina, Ethiopia, Guyana,
Lao People’s Democratic Republic, Sri Lanka and Tunisia from this table
http://data.europa.eu/eli/reg_del/2020/855/oj

EU Policy on High-Risk Third Countries
https://ec.europa.eu/info/policies/justice-and-fundamental-rights/criminal-justice/anti-money-laundering-
and-counter-terrorist-financing/eu-policy-high-risk-third-countries_en

CSSF Circulars on FATF concerning
1) jurisdictions whose anti-money laundering and combating the financing of terrorism regime has substantial
and strategic deficiencies;
2) jurisdictions whose anti-money laundering and combating the financing of terrorism regime requires the
application of enhanced due diligence measures proportionate to the risks arising from these jurisdictions;
3) jurisdictions whose anti-money laundering and combating the financing of terrorism regime is not satisfactory

Circular 20/746 on FATF statements concerning 1) high-risk jurisdictions on which enhanced due diligence and,
where appropriate, counter-measures are imposed 2) jurisdictions under increased monitoring of the FATF
CSSF, 9 July 2020
https://www.cssf.lu/en/anti-money-laundering-and-countering-the-financing-of-terrorism/

High-Risk Jurisdictions subject to a Call for Action
FATF, 30 June 2020
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-
june-2020.html

International financial sanctions
CSSF
https://www.cssf.lu/en/international-financial-sanctions/
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EU Sanctions Map
https://sanctionsmap.eu/
The EU sanctions map provides information on sanctions that are agreed by the EU Member States and adopted
by the EU Council. It also covers sanctions regimes imposed by the United Nations Security Council and
implemented by the EU Council.

CSSF Circular 20/740: Financial crime and AML/CFT implications during the COVID-19 pandemic
10 April 2020
https://www.cssf.lu/en/anti-money-laundering-and-countering-the-financing-of-terrorism/

COVID-19 Typologies
FIU Note, 2 April 2020
https://justice.public.lu/fr/organisation-justice/crf.html

COVID-19-related Money Laundering and Terrorist Financing Risks and Policy Responses
FATF, 4 May 2020
http://www.fatf-gafi.org/publications/fatfgeneral/documents/covid-19-ml-tf.html

Pandemic profiteering: How Criminals Profit from the COVID-19 Pandemic
Europol, 27 March 2020
https://www.europol.europa.eu/newsroom/news/how-criminals-profit-covid-19-pandemic

Preventing crime and protecting police: Interpol’s COVID-19 global threat assessment
Interpol, 6 April 2020
https://www.interpol.int/News-and-Events/News/2020/Preventing-crime-and-protecting-police-INTERPOL-s-
COVID-19-global-threat-assessment

INTERPOL report shows alarming rate of cyberattacks during COVID-19
Interpol, 4 August 2020
https://www.interpol.int/en/News-and-Events/News/2020/INTERPOL-report-shows-alarming-rate-of-
cyberattacks-during-COVID-19

National risk assessment of money laundering and terrorist financing
Luxembourg Ministry of Finance, 20 December 2018
https://mfin.gouvernement.lu/en/publications/Divers/NRA/NRA.html

ML/TF Sub-sector Risk assessment: Collective Investments
CSSF, January 2020
https://www.cssf.lu/en/2020/01/the-cssf-publishes-luxembourgs-first-ml-ft-risk-analysis-on-the-collective-
investment-sector/

CSSF Circular 19/732 on Prevention of Money Laundering and Terrorist Financing: Clarifications on the
Identification and Verification of the Identity of the Ultimate Beneficial Owner(s)
20 December 2019
https://www.cssf.lu/en/anti-money-laundering-and-countering-the-financing-of-terrorism/

Loi du 10 juillet 2020 portant transposition de l’article 31 de la directive (UE) 2015/849 du Parlement européen
et du Conseil du 20 mai 2015 relative à la prévention de l’utilisation du système financier aux fins du blanchiment
de capitaux ou du financement du terrorisme[…], tel que modifié par la directive (UE) 2018/843 du Parlement
européen et du Conseil du 30 mai 2018 modifiant la directive (UE) 2015/849 relative à la prévention de l’utilisation
du système financier aux fins du blanchiment de capitaux ou du financement du terrorisme ainsi que les directives
2009/138/CE et 2013/36/UE
http://legilux.public.lu/eli/etat/leg/loi/2020/07/10/a581/jo
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